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Presidential Decision Directive (PDD) 63 calls for improving the security of Supervisory Control And Data
Acquisition (SCADA) and other control systems which operate the critical infrastructure of the United
States. In the past, these industrial computer systems relied on security through obscurity. Recent economic
and technical shifts within the controls industry have increased their vulnerability to cyber attack.
Concurrently, their value as a target has been recognized by terrorist organizations and competing nation
states. Network reconnaissance is a basic tool that allows computer security managers to understand their
complex systems. However, existing reconnai ssance tools incorporate little or no understanding of control
systems. This thesis provides a conceptual analysis for the creation of a SCADA network exploration tool.
Several reconnai ssance techniques were researched and reviewed in alaboratory environment to determine
their utility for SCADA system discovery. Additionally, aframework application using common non-
SCADA security toolsis created to provide a proof of concept. Development of aviable tool for identifying
SCADA systems remotely will help improve critical infrastructure security by improving situational
awareness for network managers.
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From reader reviews:
Lorenzo Davis:

Book is actually written, printed, or created for everything. Y ou can recognize everything you want by a
book. Book has a different type. Asit is known to us that book isimportant point to bring us around the
world. Next to that you can your reading proficiency was fluently. A reserve Identifying Supervisory Control
and Data Acquisition (SCADA) Systems on a Network via Remote Reconnaissance will make you to always
be smarter. Y ou can feel much more confidence if you can know about anything. But some of you think that
open or reading some sort of book make you bored. It isn't make you fun. Why they may be thought like
that? Have you in search of best book or appropriate book with you?

Tammy Pursell:

As people who live in the particular modest era should be upgrade about what going on or details even
knowledge to make these individual s keep up with the era and that is always change and move forward.
Some of you maybe will probably update themselves by examining books. It isa good choice to suit your
needs but the problems coming to a person is you don't know which you should start with. This Identifying
Supervisory Control and Data Acquisition (SCADA) Systems on a Network via Remote Reconnaissance is
our recommendation to make you keep up with the world. Why, as this book serves what you want and wish
inthisera.

Stephen Hill:

Typically the book Identifying Supervisory Control and Data Acquisition (SCADA) Systems on a Network
via Remote Reconnaissance has alot of information on it. So when you read this book you can get alot of
help. The book was authored by the very famous author. Mcdougal makes some research before write this
book. This book very easy to read you will get the point easily after perusing this book.

Joseph Mesta:

People livein this new day of lifestyle awaystry to and must have the free time or they will get large
amount of stress from both everyday life and work. So , when we ask do people have extratime, we will say
absolutely sure. Peopleis human not really a huge robot. Then we consult again, what kind of activity have
you got when the spare time coming to an individual of course your answer can unlimited right. Then do you
try this one, reading textbooks. It can be your alternative throughout spending your spare time, often the
book you have read is actually Identifying Supervisory Control and Data Acquisition (SCADA) Systemson
aNetwork via Remote Reconnaissance.
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